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Abstract

Health information carries unique moral weight because it is bound up with au-
tonomy, dignity, trust, and equality. In digital health environments, however, he-
alth data now circulate not only within clinical settings but also across
telemedicine platforms, mobile applications, wearable devices, social media, and
news ecosystems. This chapter argues that trust in digital health communication
cannot be protected by technical security alone; it also requires privacy-consci-
ous system design, legally enforceable safeguards, ethical oversight, and public
accountability. To advance this argument, the chapter first distinguishes privacy,
confidentiality, and information security as related but distinct concepts. It then
examines major ethical concerns, including informed consent, dynamic con-
sent, patient confidentiality, and equitable design. The discussion next turns to
legal frameworks such as HIPAA, GDPR, and CCPA, as well as regulatory gaps in
low- and middle-income countries and the challenges of cross-border data flows.
The chapter further differentiates between systemic and technical vulnerabilities
on the one hand, and platform- and media-related vulnerabilities on the other,
showing how concrete harms emerge through re-identification, profiling, ran-
somware, targeted advertising, and irresponsible public storytelling. Because
media systems are central to how health information is framed and circulated, a
separate section addresses journalism, social media, influencer culture, and the
ethics of public representation. The chapter concludes with a multi-layered go-
vernance approach that combines institutional accountability, privacy-by-de-
sign, ethical-by-design, staff training, regulatory coordination, and public health
and cyber-literacy. Protecting health data in the digital age is therefore not only
a technical necessity, but also an ethical, legal, and democratic imperative.
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1. Introduction

The digital age has transformed the production, dissemi-
nation, and consumption of health information. Social media,
telemedicine, mobile health (mHealth) applications, wearable
devices, patient portals, and health journalism now shape how
individuals encounter, interpret, share, and act on health-re-
lated information. These developments can improve access,
participation, and visibility, yet they also create serious risks
for privacy, confidentiality, and information security.

This chapter advances a central claim: trust in digital he-
alth communication can be sustained only when technical sa-
feguards are combined with ethical design, legal oversight,
and public accountability. In other words, protecting health
data is not merely a matter of cybersecurity. It is also a ques-
tion of how institutions, media organizations, platforms, cli-
nicians, developers, and states define their responsibilities
toward persons whose data reveal intimate aspects of their bo-
dies, vulnerabilities, and lives.

This argument is especially important because health data
now travel far beyond the traditional clinical encounter. Infor-
mation may be collected in care settings, inferred through
apps and digital phenotyping tools, transmitted through wea-
rable technologies, processed on cloud servers, monetized
through advertising architectures, and amplified by journalis-
tic or social media narratives. As a result, breaches of health
data ethics are no longer confined to hospitals or physician of-
fices; they arise across a distributed media ecosystem in which
visibility, speed, and profit may conflict with dignity, auto-
nomy, and justice.
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The chapter therefore proceeds in a layered manner. It
first clarifies the conceptual distinction among privacy, confi-
dentiality, and information security. It then addresses the et-
hical dimensions of consent, confidentiality, and inclusive
design before turning to the legal frameworks that regulate
health data. The following sections distinguish systemic and
technical vulnerabilities from platform- and media-related
vulnerabilities, and then examine the specific role of media in
health data ethics. The chapter concludes by proposing insti-
tutional, legal, technical, and educational strategies for ethical
and lawful compliance.

2. Conceptual Framework

Privacy refers to an individual’s right to control access to

personal health data, including decisions about when, how,
and to what extent information is shared (Abdelhamid et al.,
2017). In digital environments this right is frequently wea-
kened by vague consent practices, asymmetries of knowledge,
opaque data flows, and the involvement of multiple third par-
ties that users may neither see nor fully understand.
Confidentiality, by contrast, is not primarily an individual
entitlement but a professional and institutional duty. In clini-
cal and communicative settings, it requires those who receive
or handle health information to protect it from inappropriate

disclosure and to respect patients ’dignity, autonomy, and
trust (Hulkower et al., 2020). Confidentiality is closely linked
with beneficence and non-maleficence, because unjustified

disclosure may produce stigma, discrimination, psychological
harm, or material loss. It is also tied to fidelity, because
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repeated or normalized breaches can damage the therapeutic
alliance and erode public trust in health systems (AMA, 2011).

Information security refers to the technical and organiza-
tional protection of health data from unauthorized access,
alteration, destruction, or withholding. It secures confidentia-
lity, integrity, and availability through measures such as
encryption, secure servers, authentication mechanismes, seg-
mentation, monitoring, and audit trails (Ferreira et al., 2010;
Gollmann, 1999). While privacy and confidentiality are nor-
mative concepts and information security is often described
in technical terms, the three are inseparable in practice. Weak
security can undermine confidentiality; weak confidentiality
practices can empty privacy of substance; and privacy without
enforceable infrastructures becomes largely aspirational.

These distinctions are especially important in media and
platform environments. A news report may violate privacy by
disclosing identifying health details, a clinician may violate
confidentiality by posting about a patient online, and a plat-
form may fail in information security by allowing unauthori-
zed third-party access to sensitive reproductive or mental
health data. The ethical and legal analysis that follows there-
fore treats these concepts as analytically distinct but instituti-
onally intertwined.

3. Ethical Dimensions

Ethical analysis in digital health communication begins
with the recognition that health data are not ordinary data.
They can reveal illness, disability, reproductive history, men-
tal health status, identity, intimate relationships, and life cir-
cumstances. Their misuse may therefore affect not only
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informational control, but also reputation, employment, in-
surance access, safety, and social belonging.

3.1. Autonomy, Informed Consent, and Context-
Sensitive Privacy

As digital medical practices evolve, they must continue to
respect the foundational principles of biomedical ethics, par-
ticularly autonomy, beneficence, non-maleficence, and jus-
tice (Lawrence, 2007). Traditional one-time consent is often
inadequate in pervasive sensing environments such as mHe-
alth and telemedicine platforms, where large volumes of data
are continuously collected from devices, servers, and wireless

sensors (O’Donoghue & Herbert, 2012; Schmidt et al., 2025).

Users may agree once, yet remain unaware that the scope of
collection is fluid, inferential, and often ongoing.

Dynamic consent has therefore emerged as a more sui-
table model in some digital settings. Originally developed in
biomedical research, it allows users to review, modify, or re-
voke permissions over time rather than treating consent as a
single, static event (Lee & Lee, 2022). Such an approach is et-
hically preferable in ecosystems where data uses multiply over
time and where downstream sharing may not be foreseeable
at the moment of initial agreement.

A context-sensitive approach to privacy is also required
because not all health data carry the same degree of sensiti-
vity. Step counts and generalized wellness metrics differ sig-
nificantly from psychiatric records, reproductive histories,
addiction-related data, or behavioral traces that may reveal
unspoken or even previously unknown conditions. Digital
phenotyping tools, search histories, app metadata, and loca-
tion trails may generate highly specific inferences about a

402



person’s health status without explicit disclosure (Martinez-
Martin et al., 2021). For that reason, privacy protections should
scale according to data sensitivity, social context, re-identifi-
cation risk, and the possible downstream harms of disclosure.

A practical ethical test may help guide decisions about
disclosure of health information in media and institutional
settings: (1) Is there a legitimate aim, such as urgent public he-
alth protection, education, or accountability, rather than sen-
sationalism? (2) Is the disclosure of identifying information
necessary for that aim? (3) What foreseeable harms may fol-
low, including stigma, exclusion, insurance or employment
consequences, or digital permanence? (4) Is consent informed,
specific, voluntary, and revocable? (5) Could less intrusive al-
ternatives, such as aggregate reporting or de-identified narra-
tives, achieve the same purpose? (6) Who reviewed the
disclosure decision, and what mechanisms exist for objection,
correction, or takedown?

3.2. Patient—Provider Confidentiality on
Digital Platforms

The convergence of health and media has introduced new
challenges to patient-provider confidentiality. The American
Medical Association’s guidance on medical professionalism
and the use of social media extends privacy and confidentia-
lity obligations to clinicians online conduct, warning against
posting identifiable patient information and emphasizing bo-
undary management, accuracy, and professional accountabi-
lity (Barker et al., 2012; Garmon et al., 2024).
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The use of social media by healthcare professionals may
support education, networking, and patient engagement, yet
it can also blur personal and professional boundaries and cre-
ate legal and ethical exposure (Vukusi¢ Rukavina et al., 2021).
Even when names are omitted, combinations of time, place,
circumstance, image, and diagnosis may allow patients to be
re-identified. As a result, protected health information must
not be posted online without valid authorization, and even
authorized sharing demands caution once content enters se-
archable, shareable, and persistent digital environments
(HHS, 2004).

Professional ethics in digital health communication
also require institutional support. The AHIMA Code of Ethics
emphasizes that health information professionals must pro-
tect privacy and confidentiality in all forms, resist inappropri-
ate disclosure, document responsibly, and advocate for lawful
and ethical information practices (AHIMA, 2019). Training,
supervision, encryption literacy, secure communication prac-
tices, and explicit organizational policies are therefore not pe-
ripheral administrative matters; they are part of the ethical
infrastructure of contemporary health communication.

3.3. Privacy-by-Design and Ethical-by-Design

Reviewers rightly noted that privacy-by-design and ethi-
cal-by-design should be distinguished more clearly. Privacy-
by-design focuses on embedding data protection into techno-
logical systems and organizational processes from the outset
rather than as an afterthought. It emphasizes proactive safe-
guards, data minimization, transparency, end-to-end security,
and default protections for users (Cavoukian, 2011).
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Ethical-by-design, while compatible with privacy-by-de-
sign, has a broader normative scope. It asks whether digital
health systems are inclusive, just, understandable, and respon-
sive to structural inequities. A platform may be technically se-
cure and still ethically deficient if it excludes low-literacy
users, assumes stable connectivity, ignores disability access, or
makes meaningful consent practically impossible. Ethical-by-
design therefore expands the focus from technical protection
to fairness, accessibility, and respect for persons (Brall et al.,
2019; WHO, 2021).

Taken together, these approaches show that trustworthy
digital health communication requires more than compliance
checklists. It requires systems that protect data and also sup-
port equitable participation. This ethical point prepares the
transition to law: legal frameworks can codify minimum stan-
dards, but they cannot substitute for ethically coherent design
choices.

4. Legal Considerations

Ethical principles alone are insufficient when health in-
formation circulates through complex digital infrastructures.
Legal regimes translate some normative expectations into en-
forceable duties, define institutional responsibilities, and ¢
reate sanctions for misuse. Yet because digital health commu-
nication operates across multiple sectors and jurisdictions, le-
gal protections remain uneven and fragmented.
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4.1. Major Regulatory Frameworks: GDPR,
HIPAA, and CCPA

In the European Union, the General Data Protection Re-
gulation (GDPR) treats health information as a special cate-
gory of highly sensitive personal data. It requires explicit
consent in many contexts, emphasizes data minimization and
transparency, and imposes strict breach-notification expecta-
tions as well as meaningful penalties for non-compliance
(GDPR, 2024).

In the United States, HIPAA has long structured the pro-
tection of personal health data within healthcare settings. It
restricts disclosure by covered entities and business associates
and requires safeguards for protected health information.
However, many consumer-facing health technologies, apps,

and online platforms fall partially or entirely outside HIPAA’s

traditional scope, leaving significant gaps in digital protection.
Recent HHS efforts to strengthen cybersecurity requirements
for electronic protected health information, including
encryption, multifactor authentication, segmentation, and
risk analysis, reflect recognition of these evolving vulnerabili-
ties (Office for Civil Rights, 2024).

Where federal protections are incomplete, state-level laws
such as the California Consumer Privacy Act (CCPA) extend
coverage to some forms of app-based and consumer-genera-
ted data not otherwise governed by HIPAA (Mulgund et al.,
2021). The coexistence of these frameworks demonstrates
both regulatory creativity and regulatory fragmentation: the
protections available to a person may depend less on the sen-
sitivity of the information than on who collected it and under
what legal classification.
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4.2. Regulatory Gaps in Low- and
Middle-Income Countries

Low- and middle-income countries often face additional
challenges, including limited technical infrastructure, weak
enforcement capacity, and incomplete data protection laws.
In such settings, health information may be collected, stored,
processed, or shared without clear consent, meaningful over-
sight, or effective remedies for abuse (Greenleaf, 2021; Niena-
ber McKay et al., 2024).

The COVID-19 pandemic made these vulnerabilities es-
pecially visible. Contact-tracing and symptom-tracking tools
sometimes expanded surveillance without sufficiently clear li-
mits on retention, secondary use, or third-party access. Users
may not even know that their privacy is being violated, while
marginalized populations may face heightened risks of profi-
ling, exclusion, and political targeting. Legal weakness in such
contexts therefore has direct ethical consequences for equa-
lity, trust, and vulnerability. (Greenleaf, 2021; Meier et al.,
2018).

4.3. Cross-Border Data Flows and
Jurisdictional Complexity

Driven by globalization, health data are increasingly sto-
red in one country, processed in another, and accessed in still
another. Cross-border telehealth, outsourced cloud services,
and transnational platform infrastructures create uncertainty
about applicable law, enforcement authority, and remedies
when misuse occurs (Nienaber McKay et al., 2024).

A breach that crosses jurisdictions may trigger overlap-
ping or competing legal claims, or fall into gray zones where
no actor assumes full responsibility. For this reason, a human-
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rights-oriented and globally coherent approach to health data
governance has become increasingly important, particularly
for highly sensitive information such as genomic and repro-
ductive data (Meier et al., 2018; Yu et al., 2025).

The legal analysis thus returns to the chapter’s core thesis:

trust depends not only on formal regulation, but also on whet-
her legal norms keep pace with technological and media inf-
rastructures. This point leads directly to the next section,
where the abstract legal tensions become visible as concrete
vulnerabilities.

4.4. Accountability Beyond the Clinic

Another major legal challenge is that health information
is now handled far beyond the physician’s office. App develo-

pers, advertisers, data brokers, media platforms, and digital
therapy companies may all participate in the collection, infe-
rence, or monetization of sensitive health information. It is
therefore insufficient to hold only clinicians or hospitals acco-
untable (Calo, 2014; Gostin et al., 2018).

Recent enforcement actions illustrate this expanded acco-
untability. The Federal Trade Commission penalized the fer-
tility tracking app Premom for sharing sensitive reproductive
data with third-party advertisers without explicit user consent,
and BetterHelp was sanctioned for sharing sensitive mental
health data for advertising purposes despite contrary repre-
sentations to users (Federal Trade Commission, 2023a;
2023Db). These examples show that legal responsibility must
follow the data ecosystem itself, not merely the traditional cli-
nical setting.
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5. Risks and Vulnerabilities in the
Digital Health Ecosystem

Legal protections become meaningful only when they
address the actual forms of harm that occur in practice. For
analytical clarity, the risks in digital health communication
may be divided into two broad groups: systemic and technical
vulnerabilities, and platform- and media-related vulnerabili-
ties. The first concerns infrastructures such as hospitals, mHe-
alth systems, cloud environments, and devices; the second
concerns profiling, visibility, representation, and circulation
in social and media environments.

5.1. Systemic and Technical Vulnerabilities

Digital health platforms and systems are vulnerable to
both technical failure and malicious attack. Hospitals may be
targeted by ransomware that encrypts electronic health re-
cords and clinical systems while demanding payment for res-
toration, thereby putting patients at risk through delayed or
disrupted care (Coventry & Branley, 2018). Outdated systems,
inadequate segmentation, and inconsistent patching intensify
these dangers.

mHealth apps and wearable devices may be even more
vulnerable in certain respects because they often operate out-
side traditional healthcare infrastructures and may not be de-
signed with comparable privacy and security standards. Weak
authentication, excessive permissions, insecure storage, and
opaque third-party integrations can expose users to unautho-
rized access, secondary use, and commercialization of sensi-
tive data (Cilliers, 2020; Dehling et al., 2015; Papageorgiou et
al,, 2018).
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These vulnerabilities are not merely technical inconveni-
ences. A data breach may reveal stigmatized diagnoses, repro-
ductive decisions, substance use patterns, or mental health
crises. It may also damage confidence in digital health services
more broadly, discouraging patients from using tools that
might otherwise improve access and continuity of care.

5.2. Platform- and Media-Related Vulnerabilities

Media and platform environments generate a different
but overlapping cluster of risks. Healthcare workers may inad-
vertently disclose patient information online; platforms may
facilitate scraping, aggregation, and re-identification; and per-
sonal narratives may circulate beyond the contexts in which
they were originally shared (Househ, 2013).

Even when data appear anonymized, advances in mac-
hine learning, inferential analytics, and data aggregation
mean that partial traces can sometimes be recombined into
identifiable profiles. Such profiles may then be used for disc-
rimination, insurance exclusion, targeted advertising, reputa-
tional harm, or other forms of exploitation, especially when
platform governance and de-identification practices are weak
(Papageorgiou et al., 2018). The issue is therefore not only
whether data are directly disclosed, but whether ecosystems
enable inference and exploitation.

Reviewers suggested separating technical risk from media
risk, and this distinction is analytically productive. Systemic
vulnerabilities threaten the security and reliability of infrast-
ructures; platform and media vulnerabilities threaten how
persons are represented, categorized, exposed, and acted
upon in public and semi-public spaces. In real-world settings,
however, the two often interact: poor technical controls
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enable inappropriate visibility, and inappropriate visibility
amplifies the harms of weak technical governance.

6. The Role of Media in Health Data Ethics

Media are not peripheral to health data ethics; they are
central to how health information becomes socially meaning-
ful. Journalism, social media, and influencer cultures shape
what is considered newsworthy, educational, urgent, or pub-
licly shareable. They can increase health literacy and public
awareness, but they can also normalize the disclosure of sen-
sitive information, reward sensationalism, and weaken dis-
tinctions between public interest and public curiosity
(Schwitzer, 2013).

This is particularly visible in reporting on identifiable pa-
tients, public figures, and stigmatized conditions. Coverage
that includes identifying details or frames individuals as dan-
gerous, incompetent, or morally suspect may not only invade
privacy but also deter help-seeking and deepen social stigma
(Wahl, 2012). During the early COVID-19 period, for example,
newspapers in the Philippines published the names and add-
resses of quarantined individuals, prompting privacy comp-
laints and intervention by the National Privacy Commission
(NPC, 2020).

Social media extends these challenges. In addition to offi-
cial media accounts, influencers now communicate health
narratives to large audiences without necessarily adhering to
journalistic ethics, clinical confidentiality norms, or informed
consent standards. Commercialized digital storytelling can vi-
olate privacy and consent expectations when sensitive health-
related narratives are repurposed for visibility, persuasion, or
profit. Likewise, reporting that exposes deeply sensitive
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personal information can trigger ostracism, threats, or lasting
social harm, as shown in the case involving George Barasa
(Semple, 2017).

For this reason, health media ethics must be integrated
earlier into the overall architecture of digital health gover-
nance. The question is not only how to secure data in databa-
ses, but also how to represent persons responsibly once health
information enters communicative circulation. Public health
communication must therefore uphold privacy, confidentia-
lity, contextual integrity, and proportionality even when pur-
suing legitimate aims such as awareness, advocacy, or
accountability (WHO, 2021).

7. Strategies for Ethical and Legal Compliance

Because the challenges discussed in this chapter arise ac-
ross institutions, technologies, and communicative settings,
no single intervention is sufficient. Ethical and legal compli-
ance in digital health communication requires a coordinated,
multi-layered governance model.

7.1. Institutional Governance and Workforce Training

Health institutions, media organizations, and platform
operators should establish robust data-handling frameworks
that define roles, responsibilities, escalation pathways, and re-
view procedures for the use of sensitive health information
(IMIA, 2016). Staff who handle health data must receive regu-
lar training not only in cybersecurity, but also in confidentia-
lity, media ethics, consent quality, and crisis response
(AHIMA, 2019).

Ethics committees or equivalent review structures should
also examine materials that use patient narratives, identifiable
clinical images, or emotionally compelling stories for
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fundraising, education, media outreach, or public campaigns.
Such review is not meant to hinder communication, but to
ensure that communicative value does not eclipse human dig-
nity.

7.2. Technical Safeguards and Privacy Engineering

Technical safeguards remain indispensable. Encryption,
secure authentication, multifactor access controls, audit trails,
segmentation, regular security assessments, and privacy im-
pact analyses should be standard features rather than optional
add-ons (Carboni et al., 2025). These protections should be
implemented early, in line with privacy-by-design principles,
so that systems do not rely on after-the-fact correction once
harms have already occurred.

Yet privacy engineering should be accompanied by ethi-
cal-by-design commitments. Platforms must be understan-
dable to users, support meaningful consent, minimize dark
patterns, and include alternatives for those facing literacy, di-
sability, economic, or connectivity barriers. Security without
accessibility can still produce exclusion; accessibility without
security can still produce harm.

7.3. Regulatory Coordination and
Cross-Border Governance

Governments should maintain strong data governance
protocols, conduct regular audits, and impose deterrent sanc-
tions for non-compliance. At the same time, international co-
ordination is increasingly necessary to address cross-border
storage, telehealth, digital advertising, and transnational plat-
form infrastructures (Greenleaf, 2021). Clearer jurisdictional
rules and interoperable standards would reduce impunity and
strengthen public trust.
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Legal modernization must also extend responsibility be-
yond classical healthcare actors. Developers, advertisers, digi-
tal therapy companies, and media platforms that process or
monetize health information should be held to standards pro-
portionate to the sensitivity of the data they exploit.

74. Public Literacy, Media Accountability, and
Democratic Trust

Finally, protecting health data is not solely an institutional
task. The public must have a functional level of health, media,
and cybersecurity literacy. Users should be able to recognize
misinformation, understand the consequences of sharing
identifiable health information, distinguish between care and
advertising, and identify exploitative consent environments
(Hobbs & Jensen, 2009; Eysenbach, 2020).

Media organizations and influencers also require clearer
accountability standards when reporting or narrating health-
related stories. The protection of privacy in digital health
communication is therefore inseparable from the cultivation
of democratic trust: people are more likely to participate in
digital health systems when they believe that institutions, plat-
forms, and communicators will handle their information with
competence, restraint, and respect.

8. Conclusion

The merging of healthcare, media, and digital technology
has expanded the possibilities of communication while also
exposing profound vulnerabilities in how health information
is collected, inferred, shared, and represented. This chapter
has argued that the protection of health data depends on an
integrated framework in which privacy, confidentiality, and
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information security are supported by ethical design, legal en-
forceability, and communicative responsibility.

The point is not merely that health data are sensitive. It is
that they are socially consequential: they shape dignity, trust,
access, identity, and equality. For that reason, digital health
communication cannot be governed adequately by technical
defenses alone. It requires institutions that are accountable,
laws that are adaptable, platforms that are privacy-conscious
and inclusive by design, and media practices that respect con-
textual integrity and human vulnerability.

Protecting health information in the digital age is there-
fore a moral, legal, and civic obligation. The more health com-
munication moves across networked and media-rich
environments, the more urgently societies must align secu-
rity, ethics, and governance so that technological innovation
strengthens rather than weakens trust in health systems.
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