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Abstract

This chapter focuses on digital health technologies, discussing their types, areas
of application, potential health benefits, drawbacks, limitations, and future pros-
pects. Its aim is to review digital health technologies in relation to health literacy,
both individually and structurally, and to present new questions to the reader.
Thanks to digital health technologies, individuals can monitor their health data,
share it with experts even if they are not in the same location, and receive perso-
nalized treatments. This large amount of data collected and accumulated from
individuals is analyzed through artificial intelligence, enabling preventive mea-
sures to be taken for public health. However, these technologies have some limi-
tations and handicaps. Disadvantaged segments of society, who actually need
these technologies the most, are the ones who benefit the least. Other major is-
sues include concerns about data security and algorithmic biases, the political
consequences of data ownership being concentrated in the hands of private sec-
tor monopolies, and the need for control mechanisms. The effective use of digi-
tal health technologies for the benefit of individuals and society depends on
evaluating it from ethical, legal, cultural, and political perspectives.
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1. Introduction

The digital transformation is rapidly advancing in all
areas, including healthcare. Telemedicine, mobile health app-
lications, wearable technologies, and artificial intelligence are
making healthcare increasingly independent of physical loca-
tions. This chapter argues that the social value of digital health
depends on a triad: health literacy (including e-health lite-
racy), inclusive design, and transparent and responsible go-
vernance. After reviewing key technologies - telemedicine,
mobile apps, wearables, and Al — we analyze structural barri-
ers, data ownership, algorithmic bias, and neoliberal surveil-
lance, concluding with practical suggestions.

2. Telemedicine and Emerging
Digital Health Technologies

Telemedicine is the use of information and communica-
tion technologies by healthcare professionals to deliver health
services remotely, especially to populations with limited ac-
cess to care (The WHO (cited by WHO and International Te-
lecommunication Union, 2022, p.vii)). The development of
telemedicine has paralleled the history of communication
technologies. Early milestones included telegraphic health re-
porting during the Crimean War (1855), telephone transmis-
sion of heart sounds (1905), remote ECG (1910), and closed-
circuit television-based care in the US (1960s) (Roussev, 2021;
Jagarapu and Savani, 2021). The growth in telemedicine has
accelerated with the widespread adoption of the internet and
digital technologies, and its importance has increased further
during the COVID-19 pandemic (Al-Bassam et al., 2021).

The transformative power of telemedicine lies in its abi-
lity to provide services independently of distance and
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location, provided there is adequate telecommunications inf-
rastructure, thereby contributing to the provision of services
in areas where access to healthcare is limited (Stoltzfus et al.,
2023). If it is accessible to everyone everywhere, telemedicine
can be an extremely effective solution for reducing health
inequalities and improving public health.

It is known that telemedicine reduces the cost of health-
care services. For example, Contreras et al. (2020) collected
data from more than 6,000 patients and found that virtual
consultations saved approximately $1 million and also redu-
ced carbon emissions. Recent studies conducted by Baek et al.
(2025) in South Korea and Ozen et al. (2024) in Turkiye also
show that telemedicine reduces costs in the management of
chronic diseases. In addition, Dorsey and Topol (2020) emp-
hasize the potential of telemedicine to solve the problem of
workers being unable to take time off work and employers
experiencing labor shortages, as there is no longer a need to
travel to receive healthcare.

The concept of telemedicine is a broad term that encom-
passes applications that enable healthcare services to be pro-
vided even when patients and healthcare professionals are not
in the same place at the same time. It includes a wide range of
technology-intensive healthcare services, ranging from basic
services such as remote consultations and the digital analysis
of medical images and tissue samples by specialists in diffe-
rent locations to advanced procedures such as surgical inter-
ventions performed through telerobotic systems. However,
remote consultation depends as much on the electronic tech-
nology infrastructure as it does on the patient's ability to un-
derstand and implement this process, and therefore on their
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health literacy, which is not evenly distributed across the po-
pulation.

Advances in health technologies available to individuals
are transforming medicine and enabling the development of
new approaches. As an example, The P5 Health and Health
Technology Approach is a comprehensive, technology-sup-
ported model that provides predictive, preventive, and perso-
nalized healthcare services, and includes the individual's
participation in the process as well as psycho-cognitive di-
mensions. This model contributes to increasing health lite-
racy levels, enabling individuals to monitor their own health
status and manage the treatment process more effectively
(Pravettoni and Triberti, 2020). The integration of medicine
with these technologies indicates that health technologies will
be increasingly used by individuals, at least in developed co-
untries and among those with high socioeconomic status. The
following sections will focus on mobile health applications
and wearable health technologies, which are the most widely
used and prominent applications in terms of individual health
management today.

2.1. Mobile Health Applications

Mobile health, a component of telemedicine and electro-
nic health technologies, refers to systems that provide medical
services and support through wireless devices integrated with
sensors that can interact directly with users. These applicati-
ons, which are offered through devices such as smartphones,
tablets, and wearable devices and can be personalized, enable
the sharing, monitoring, and remote management of health
data such as physical activity, nutrition, and medication use.
Mobile health applications are most commonly used in areas
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such as medical records and education, appointment schedu-
ling, activity tracking, medication reminders, diet and nutri-
tion, fitness, mental health services, patient monitoring (e.g.,
diabetes, cardiology, depression), remote treatment (e.g., phy-
sical therapy, psychotherapy), early diagnosis, chronic disease
management, and informational health support (Ivleva and
Tsagoiko, 2024).

Mobile health applications allow both patients and health-
care professionals to monitor treatment processes through
advanced communication functions, data processing capabi-
lities, and robust visualization features. Various systematic re-
views and meta-analyses show that integrating these
technologies into daily life practices has a positive effect on
individuals' health (Iribarren et al., 2021). For example, mobile
health applications developed for cancer patients, which inc-
lude features such as symptom trackers, educational content,
and medication reminders, are increasingly being used to
support treatment adherence, symptom management, and
communication with healthcare providers, thereby contribu-
ting to patients' overall well-being (Leidong et al., 2025). App-
lications that offer reminders, tracking features, and
personalized feedback have helped improve medication ad-
herence among patients with chronic conditions (Baek et al.,
2025). In the field of mental health, therapist-guided mobile
interventions have been found to significantly reduce symp-
toms of depression, anxiety, and sleep disorders while increa-
sing users' emotional resilience and overall quality of life
(Forman-Hoffman et al., 2024).

Besides facilitating individual health monitoring, mobile
health applications contribute to the prevention of epidemics
by enabling patient monitoring in deprived, disaster, and
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conflict areas where access to healthcare is limited (Sheerazi,
Awad, and von Schreeb, 2025). Additionally, the fact that these
applications offer personalized, accessible, and low-cost solu-
tions for people with disabilities is an important advantage
that enhances the inclusivity of digital health technologies.

2.2. Wearable Technologies in Healthcare

Wearable health technologies refer to innovative health-
care solutions designed to enhance patient comfort, consis-
ting of devices integrated into clothing, accessories, or the
body through sensors capable of monitoring physiological
signals, along with the supporting software. These devices,
which analyze users’ medical data in real time, offer rapid and
cost-effective access to personalized healthcare services. Ref-
lecting their expanding role in healthcare, wearable health
technologies have also experienced significant growth in the
global market. The global wearable tech market reached $84.2
billion in 2024, with a projected 13.6% annual growth rate to
approximately $186 billion by 2030; wrist-worn devices do-
minate (58%) and North America leads regionally (34%) (Mar-
ket.us, 2025).

Wearable health devices are based on Internet of Things
(IoT) technology and date back to the late 20th century when
digital sensors were developed (Nagabooshanam, 2025). Wit-
hin the IoT framework, digital sensors—basic electronic com-
ponents—play a critical role by continuously capturing
physiological, biometric, and motion-related data to monitor
individual health. IoT consists of smart objects such as sensors,
storage servers, and communication infrastructures, enabling
real-time data collection, transmission, and analysis by con-
necting devices to the internet and integrating them into
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digital ecosystems (Al-Bassam et al., 2021). These sensors cap-
ture physiological signals (e.g., ECG, EEG, EMG), biometric
data (e.g., blood pressure, pulse, temperature), and motion
tracking (e.g., location, steps, acceleration).

Wearable health technologies, which are becoming incre-
asingly widespread today, have been made possible thanks to
this sensor infrastructure. These devices, which are most com-
monly encountered in everyday life in the form of smartwatc-
hes, smart bracelets, and continuous glucose monitors, can
monitor various data in real time, such as temperature, pulse,
respiration, blood oxygen saturation, physical activity, stress
level, menstrual cycle, and sleep patterns (Kohler et al., 2024).
Many of these devices are integrated with sports applications
such as walking and cycling, as well as non-health-related app-
lications such as music and digital wallets (Evans, 2025), ma-
king health data tracking a normal, personalized part of daily
life without evoking medical environments.

There is empirical evidence that wearable technologies
improve health. For example, a smartwatch brand has been
approved by the FDA as a biological medical product because
its ECG function detects atrial fibrillation and supports the cli-
nical decision-making process (Turakhia et al., 2019). When
used in conjunction with connected mobile health applicati-
ons, wearables increase physical activity levels in older adults
(Cadmus-Bertram et al., 2015), reduce the risk of wandering in
dementia patients through location tracking systems and ac-
celerate intervention for fallen patients by automatically no-
tifying healthcare facilities through fall detection systems
(Vishnu et al., 2020). Continuous glucose monitoring devices
used in diabetes management help patients make more accu-
rate and precise decisions about how much insulin to take and
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how to eat (Darrow et al.,, 2025). By means of IoMT (Internet
of Medical Things) applications, brain signals are monitored,
providing comfort to individuals suffering from neurological
diseases such as epilepsy, Alzheimer's, dementia, stroke, and
Parkinson's. Mobile health devices integrated with virtual rea-
lity offer controlled therapy environments for various mental
health conditions including anxiety, post-traumatic stress di-
sorder, and depression (Bell et al., 2024).

Among the most recent additions to wearable devices are
smart garments made of conductive fibers or sensor-integra-
ted fabrics, also known as e-textiles, e-skin systems, and inges-
tible sensors. Smart clothing continuously collects physical
data such as heart rate, blood pressure, and activity level by
detecting body movements, and this data is transmitted to
fixed or mobile health devices, allowing users to receive feed-
back on their health status (Meena, 2023). E-skin is a device
inspired by the human skin's touch and sensation system,
made from lightweight materials that do not irritate the skin,
and equipped with sensors that can wirelessly measure data
such as glucose, blood pressure, and heart rate (Zhu et al.,
2024; Sanderson, 2021). Owing to e-skin, it is now possible to
check blood sugar levels via a mobile app without using cables
or needles, simply by attaching a thin, flexible piece to the
arm.

Another innovation is ingestible electrochemical sensors
(smart pills) that detect pH, temperature, and specific biomo-
lecules in the digestive system, transmitting data to external
receivers to monitor medication adherence and enable early
diagnosis (Saroj et al., 2025). Wang (2025) argues that although
ingestible sensors raise concerns about surveillance, privacy,
and unequal access, they also represent a "comfort revolution”
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in medical intervention, transcending traditional epistemolo-
gical boundaries toward a patient-centered clinical paradigm.
Yet real-time data is useless if it can’t be understood or used;
wearable adoption depends on digital health literacy, especi-
ally as people age.

2.3. Artificial Intelligence and Big Data

The digital health environment, which is developing aro-
und mobile health applications and wearable technologies, is
becoming even more sophisticated with Al-based systems. Al
is beneficial to both patients and healthcare professionals in
the healthcare field. Thanks to the integration of artificial in-
telligence with the mobile health and wearable technologies
mentioned in the previous sections, patients can personally
monitor their health data and access healthcare services more
quickly. AI-supported robotic prosthetics adjust themselves to
the user's movements even without a doctor present, provi-
ding personalized rehabilitation and reducing the workload of
healthcare professionals (Khosravi et al., 2024). The storage of
data obtained from wearable devices using cloud technology
and the analysis of this big data using Al contributes to the res-
haping of treatment processes and the spread of personalized
treatments in the fields of hematology, nephrology, and phar-
maceuticals (Obeagu et al., 2025). This analysis enables large-
scale prediction and planning in the healthcare field, allowing
high-risk groups and patients in the early stages of the disease
to be identified more quickly and protective policies to be de-
veloped to improve public health. For example, Al analyzed
the spread of the COVID-19 pandemic, ensuring that the me-
asures taken were more effective and preventing the commu-
nity from suffering further damage from the pandemic
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(Chimmula & Zhang, 2020). In a study by Fazakarley et al.
(2024), it was found that healthcare professionals and techno-
logy developers appreciate Al's contributions to diagnosis, tre-
atment, and care, but they also have concerns about issues
such as the inability to ensure data privacy, algorithmic biases,
and the decreasing involvement of humans in decision-ma-
king processes. All of these technologies, which we have focu-
sed on their positive aspects so far, need to gain the trust of
society in order to be implemented reliably and effectively.
Therefore, the next section will address the handicaps of he-
alth technologies.

3. Challenges and Limitations

Telemedicine and all the health technologies it encom-
passes are groundbreaking developments that have the poten-
tial to change society's understanding of health and
approaches to medicine by enabling health services to be de-
livered in a faster, more effective, equitable, and personalized
manner. Despite these advantages, there are some common
issues that limit the applicability and inclusiveness of these
technologies.

3.1. Structural barriers: infrastructure, cost, and the
urban-rural divide

Among the structural constraints affecting the applicabi-
lity of digital health technologies, infrastructure deficien-
cies—such as internet connectivity, device access, and energy
infrastructure—are at the forefront. In 2024, an average of 83%
of the urban population worldwide will have internet access,
while less than half (48%) of the rural population will have ac-
cess. This gap between urban and rural areas is much smaller
in developed countries but much wider in less developed
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regions. In low-income countries, only one in six people (16%)
living in rural areas use the internet; this rate is only one-third
of the urban rate (International Telecommunication Union,
2024). Even if internet access is available, the high-speed con-
nections required for video-based telemedicine applications
to function properly are not available in many areas. Accor-
ding to World Bank (2023) data, less than one-third (29%) of
households in Sub-Saharan Africa have access to fixed broad-
band internet. Moreover, energy infrastructure is also ina-
dequate in some regions. For example, a study conducted in
Bangladesh found that frequent power outages are one of the
most fundamental factors limiting the usability of mobile he-
alth applications (Jonayed and Rumi, 2024).

3.2. The digital health paradox: low literacy, reverse
care, and double disparities

The digital divide should not be viewed as a standalone
phenomenon, but rather as the reproduction of structural
inequalities in the digital environment that intersects with
areas such as education, employment, health, and civic parti-
cipation (Baraka, 2024). Inequality is not limited to urban-ru-
ral divides; older adults and socioeconomically disadvantaged
individuals benefit less from these systems due to limited in-
ternet access, low digital health literacy, and difficulties acces-
sing devices. The elderly population, who have less access to
technology, generally use it more limitedly and with errors
due to their lower digital skills; Lam et al. (2020) assessed the
digital device and internet usage skills of 3,914 older adults
(65+ years) in the United States and found that approximately
38% were unprepared to access and use telehealth services,
with this percentage being even higher in the 80+ age group.
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A study conducted with 2,009 women with cancer in the Uni-
ted Kingdom showed that mobile health applications are used
more by younger, educated, and socioeconomically advanta-
ged individuals, while older and disadvantaged groups lag be-
hind in terms of device access and e-health literacy (Moon et
al., 2022). Social factors can also influence the use of mobile
applications. For example, Jonayed and Rumi's (2024) study in
Bangladesh revealed that unmarried young women, in parti-
cular, are reluctant to use mobile health applications related
to reproductive health. The reason for this concern is the fear
of being associated with sexual activity and, as a result, facing
pressure from family and society. The authors therefore emp-
hasize that privacy measures in mobile health tools are parti-
cularly important.

Health literacy is a critical factor in the successful and ef-
fective adoption of digital health technologies. Accessing he-
alth data and information is not sufficient; one must be able
to comprehend, interpret, and evaluate this information and
make the right decisions based on it. For example, when a pa-
tient sees their blood pressure reading transmitted from a we-
arable device to a mobile health application on their cell
phone, they must be able to interpret whether this reading is
normal. Misunderstanding or misinterpreting the data provi-
ded by mobile devices, or even a simple health article, will re-
duce the positive impact of digital health technologies and
may lead to negative outcomes. Older adults, low-income
groups, and those with insufficient health literacy are at a di-
sadvantage when it comes to obtaining health-related infor-
mation from electronic sources, understanding it,
comprehending it, and evaluating and interpreting it. Diviani
et al. (2015) found that these groups, who could benefit the
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most from digital health technologies, are the most excluded
from this field and referred to this situation as the “digital he-
alth paradox.” This situation shows that the “reverse care law,”
which entered the literature in the 1970s, is still valid, no mat-
ter how advanced technology becomes.

Hart (1971) used this concept to describe how disadvanta-
ged people in society who need healthcare services the most
have the least access to them, while wealthy, healthy, and pri-
vileged people who do not need healthcare services as much
have much easier and more frequent access to them. In gene-
ral, telemedicine and all the technologies it encompasses rep-
resent a significant opportunity for those who cannot access
healthcare due to reasons such as lack of education, poverty,
or living in rural areas where healthcare services are not rea-
dily available. However, the same reasons may limit these gro-
ups' access to electricity, the internet, and devices, and due to
lack of education, these groups may not be able to benefit
from technologies due to low health literacy and e-health lite-
racy (Neter and Brainin, 2012). Therefore, the phenomenon
referred to as the “digital health paradox” by Diviani and col-
leagues (2015) is not new; it is the contemporary manifestation
of the reverse care law.

This exclusion operates through multiple mechanisms:
lower adoption rates of patient portals, higher rates of wea-
rable device abandonment, and greater skepticism toward Al
clinical recommendations (Kim and Xie, 2017). The consequ-
ences extend beyond individual health outcomes to systemic
health inequities. As noted by Mackert et al. (2016), the com-
pounding effects of low health literacy and digital exclusion
create "double disparities" that reinforce existing social gradi-
ents in health. Vulnerable populations face physical barriers
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to care as well as cognitive and technical barriers to digital care
modalities. For example, wearable device usage is lower
among older adults, individuals with lower education levels,
and those with lower income, while users of these devices de-
monstrate higher levels of digital health literacy compared to
non-users (Pan et al., 2024). The same study also indicates that
the relationship between digital health literacy and wearable
device use strengthens with increasing age; in other words, as
digital health literacy improves among older adults, their use
of wearable devices also increases. Similarly, Cruz et al., (2024)
found that low-SES individuals demonstrate significant mi-
sinterpretation of wearable device alerts.

3.3. Security, privacy, and regulatory gaps: from
ePHI to wearables

Telemedicine and mobile health solutions face certain is-
sues related to reliability and ethics due to inadequate legisla-
tion and legal infrastructure. The main issues include patient
confidentiality and data security, obtaining informed consent,
access inequalities, service quality and patient safety, uncerta-
inty regarding liability, and the ethical limits of data owners-
hip and commercial use. Researchers highlight issues such as
whether prescriptions generated on digital devices are legally
valid (Sharma et al., 2023) and the lack of a legal licensing sys-
tem for telemedicine applications in every country (Labisi,
2021). Additionally, the storage of personal, financial, and he-
alth-related data obtained from individuals in a digital envi-
ronment poses risks of cyberattacks, identity theft, and data
breaches. Shachar et al. (2020) revealed that various digital he-
alth platforms were caught unprepared due to the sudden in-
tensive use of telemedicine applications during the COVID-
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19 pandemic and, as a result, experienced problems related to
encryption, data protection, and privacy. All information ob-
tained within the scope of digital health is defined as Electro-
nic Protected Health Information (ePHI), and ensuring the
confidentiality and security of this data is an absolute neces-
sity for trust in digital health. Ikegwu et al. (2025), in their sys-
tematic review of 40 primary studies, found that despite the
contributions of mobile health systems and cybersecurity, the
protection of biometric data (e.g., fingerprints, facial features,
vocal patterns, genetic data) remains a significant challenge.
The review also highlighted the need for advanced detection
techniques such as decentralized cyber threat detection, pri-
vacy protection, Al integration, blockchain technology, and
federated learning.

With the increasing prevalence of wearable technologies,
data security has become a critical issue. Cybersecurity mea-
sures such as encryption, access control, and attack detection
are emerging as essential tools for protecting user data. In par-
ticular, since the transfer of user data to third parties (such as
Google's acquisition of Fitbit) can lead to trust crises, privacy
and personalization principles must be prioritized in design
processes. At this point, it is thought that blockchain techno-
logy, with its characteristics of immutability, auditability, and
transparency, could be effective in closing security gaps in the
IoT infrastructure (Al-Nbhany et al., 2024). However, in addi-
tion to these technological solutions, one of the most signifi-
cant security limitations in the field is the lack of international
standards and oversight mechanisms (Sifaoui and Eastin,
2024). Today, many wearable health devices are not subject to
FDA (Food and Drug Administration) oversight, and health
data protection laws such as HIPAA (Health Insurance
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Portability and Accountability Act) cannot be fully applied to
these devices. This situation increases the risk of users' health
data being shared with unauthorized third parties (e.g., data
brokers and insurance companies). The authors emphasize
the need for stricter and more comprehensive legal fra-
meworks to close these regulatory gaps. While some develo-
pers state that their products are not medical devices, others
are subject to oversight by agencies such as the MHRA (Medi-
cines and Healthcare Products Regulatory Agency); however,
the lack of a consistent and comprehensive oversight system
on a global scale remains a significant issue in terms of user
safety and device effectiveness (Sifaoui and Eastin, 2024).

3.4. Algorithmic bias and the limits of Al in
clinical decisions

Algorithmic biases can exacerbate health inequalities; for
example, Obermeyer et al. (2019) showed that Black patients'
needs are systematically downplayed by commercial algo-
rithms. Chen et al. (2021) emphasize that Al systems trained
on underrepresented data can lead to injustices, particularly
in the field of mental health. Therefore, ethical frameworks,
robust data protection mechanisms, and transparent over-
sight processes are essential for the reliable and equitable use
of Al in healthcare.

4. Future Directions and Ethical Considerations

The structural barriers, regulatory gaps, and algorithmic
biases discussed above are not merely technical problems.
They reflect deeper political-economic dynamics that shape
how digital health technologies are developed, deployed, and
governed. With the rise of digital health technologies, indivi-
duals’ bodies are increasingly becoming systems that are
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represented and measured through digital data. The monito-
ring of countless parameters—from heart rate and sleep pat-
terns to genetic predispositions and daily step counts—has
transformed health into a reality constructed both biologically
and digitally. This process leads to a redefinition of health-re-
lated identity through numerical indicators and reshapes in-
dividuals’ perceptions of their own bodies. However, this
digital body is accessible to individuals themselves while also
becoming a domain open to intervention by insurance com-
panies, states, and technology corporations. In fact, the influ-
ence of major technology companies that hold monopolies
over the collection and processing of health data is growing
steadily. Several companies (such as Apple and Google) have
become powerful enough to control the market for both we-
arable devices and mobile health applications that collect he-
alth data. The fact that a large number of people's personal,
financial, and health-related data is collected, processed, and
stored by these companies creates a data oligarchy. This is an
extremely important point because it is still unclear whether
these companies will be accountable to the public for the data
they hold in the future, or whether the data will be treated as
commercial property. The fact that Al-powered systems pro-
cessing big data are in the hands of private companies indica-
tes that the fundamental authority in the healthcare system is
shifting from the public to the private sector. In capitalism, if
companies only feel accountable to their shareholders and do
not adopt public accountability as a principle, it is likely that
profit expectations will take precedence over health-related
rights in the healthcare sector. Cilizoglu and Topal (2024) note
that the ambiguity surrounding who owns the data undermi-
nes public trust and express concern about the decline in

261



public influence over health data. In addition to these, there
are other questions, such as who will be held responsible when
there is a legal problem with treatments recommended by Al,
and whether patients' informed consent given in a digital en-
vironment is truly informed and based on an understanding
of the information provided (Morley et al., 2020).

The fact that digital health technologies are not accessible
to everyone, that the elderly, immigrants, those with low in-
come and education, and those living in rural areas cannot be-
nefit from them (Benda et al., 2020), i.e., the limited digital
inclusiveness, shows that these technologies carry the risk of
deepening existing inequalities. Digital inclusion is funda-
mentally a matter of health rights, the welfare state, and jus-
tice, and is also related to algorithmic biases. Algorithmic
neutrality means that Al-supported digital systems do not sys-
tematically discriminate against any group in the algorithms
they use. For example, if an Al-supported appointment sys-
tem analyzes individuals' previous data and gives low priority
to appointments if it considers their economic situation to be
risky, this is discrimination. At the same time, the language
and interface used by mobile health applications must be un-
derstandable to everyone. For example, if interfaces are desig-
ned for a younger population and use icons that are too small
for older individuals to see, this also constitutes a violation of
algorithmic impartiality. All these questions and concerns
highlight the need for new ethical rules in the field of digital
health, new processes to monitor compliance with these rules,
and public infrastructure to use these technologies for the be-
nefit of society.

Technological transformation in healthcare changes the
social meaning of health, sparking new debates on being
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human, the human body, human rights, and citizenship
rights. One of these is related to the relationship between di-
gital health technologies and the transhumanist perspective.
In its simplest definition, transhumanism is a philosophical
system that advocates for humans to transcend their evoluti-
onary limits and enhance themselves physically and mentally
through biotechnological interventions (Bostrom, 2005). In
this context, Al-supported diagnostic systems, wearable sen-
sors, and genetic-based health applications are seen as tools
for this vision due to their potential to expand human capa-
city. However, the widespread adoption of these technologies
creates technological pressures for individuals to be “better”
or “more efficient,” which can threaten ethical principles such
as voluntariness, privacy, and equal access. In contrast, some
critical approaches argue that digital health technologies have
essentially become a tool of neoliberal health policies (Lup-
ton, 2016). According to this approach, digital health produces
a surveillance regime that demands individuals to continuo-
usly produce data and take responsibility for their own health.
Lupton's (2019) concept of “data self” refers to the individual's
continuous monitoring, evaluation, and optimization of their
own body, behavior, and health status through digital tools;
this is directly related to neoliberal subjectification processes.
Digital health technologies reduce health from a public res-
ponsibility to a personal performance issue, turning data pro-
duction and management into an individual obligation. In
this context, digital health represents a new form of power in-
tertwined with surveillance, which, while seemingly offering
autonomy, actually transforms the individual into a data ob-
ject that is constantly measured and managed for the market.
Wilbanks and Topol (2016) note that the monopolization of
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health data by large technology companies could prevent data
from being shared for public benefit and could exacerbate
existing health inequalities. The authors argue that the bene-
fits of data-driven innovations will serve the interests of cer-
tain companies rather than disseminating them throughout
society and therefore advocate for the public and democratic
sharing of digital health data.

There are also those who approach the issue from a tech-
nological optimism perspective, ignoring the drawbacks and
risks of this transformation. Technological optimism can be
defined as exaggerating the potential of new technologies
while ignoring their ethical, legal, and social contexts (Rodri-
guez and Lyles, 2023). In the field of digital health, technolo-
gical optimism can lead to the rapid spread of health
technologies without sufficient mechanisms in place to en-
sure transparency and oversight. This can lead to the previo-
usly mentioned consequences, such as the commercialization
of health data and the concentration of data in the hands of
monopolistic companies at the societal level. In a capitalist
system, this situation may lead to efficiency and profitability
being prioritized over the right to health, which will clearly re-
sult in deepening health inequalities. Therefore, we should
approach this issue cautiously without succumbing to techno-
logical optimism, and we should not allow digital health tech-
nologies to become a tool that legitimizes the private sector's
control over the data of individuals and society. In order to
ensure the public good, a solid ethical foundation, an inclusive
legal framework, and public oversight mechanisms must be
established when developing digital health technologies.

As digital health technologies develop, the ethical and po-
litical context of the issue will become even more important
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in determining how these technologies will be used. At this
point, it is important to understand the two-way relationship
between digital health technologies and health literacy and e-
health literacy. On the one hand, as mentioned earlier, these
technologies have the potential to deepen health inequalities,
but on the other hand, if used in a way that includes disadvan-
taged segments of society, they can also increase health lite-
racy in society.

5. Conclusion and Recommendations

New technologies such as telemedicine, mobile health
applications, wearable devices, e-skin, and ingestible sensors
enable individuals to regularly monitor their own health and
personalize their treatment, medication, and rehabilitation.
They also enable preventive measures for public health thro-
ugh big data analysis, reduce the rate of human error in cer-
tain procedures, and lower healthcare costs. Beyond this, they
can also facilitate easier and more frequent access to health-
care services for disadvantaged groups facing barriers to he-
althcare access, enabling them to receive effective healthcare.
However, various structural barriers, such as poverty, lack of
education, and living in rural areas, prevent certain segments
of society from accessing electricity, the internet, and digital
health devices, meaning that not all members of society can
benefit from these technologies to the same extent. In addi-
tion, there are ongoing debates about whether algorithms are
discriminatory, whether personal data is stored securely, data
ownership, potential commercialization at the expense of
public interest, and whether there are sufficient ethical prin-
ciples and control mechanisms in this area. To ensure social
justice and improve public health, health literacy must be
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increased, and technology must be designed in culturally sen-
sitive, transparent, and accountable processes. The future of
digital health will depend on the balance between technologi-
cal progress and the importance given to ethical principles
and public interest. If a perspective is established that priori-
tizes social justice and addresses technology within the cultu-
ral, legal, and political context in which it emerged, digital
health technologies will be an important tool for improving
health at the personal and societal levels.

In order to build such a perspective, the health literacy
and e-health literacy of disadvantaged groups, the elderly, the
poor, and those living in rural areas must first be improved,
practical e-health training must be provided, and cooperation
with non-governmental organizations must be established to
ensure that everyone has access to digital health technologies.
Secondly, when developing technologies, attention should be
paid to using simple, easy-to-understand visuals, offering
multiple language options, and ensuring voice functionality,
thereby reducing disadvantages arising from educational level
or physical or cultural characteristics. Finally, telemedicine
and related technologies should be incorporated into medical
school curricula so that doctors can more easily assist their pa-
tients in using these devices and interpreting the data obtai-
ned from them.

If developed in compliance with ethical and legal respon-
sibilities, made accessible to the entire community, and with
public control over the data obtained from them, digital he-
alth technologies will become an important tool for the uni-
versal provision of healthcare worldwide. Ultimately, digital
health is not a technical fix but a site of political struggle. Wit-
hout structural investments in literacy, public data
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governance, and accountability, these technologies will repro-
duce the very inequalities they claim to solve. The choice is
not between progress and tradition, but between democrati-
cally controlled and market-driven futures of health.
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