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Abstract 

This chapter examines the relationship between digital media literacy and health 
within the context of social networks and the manipulation of health informa-
tion. The rapid expansion of digital technologies and mobile connectivity has 
transformed how individuals’ access, evaluate, and engage with health-related 
content, creating increasingly complex and algorithmically mediated informa-
tion environments. While digital platforms-including search engines, social me-
dia, and mobile health applications-offer significant opportunities for enhancing 
public health awareness and supporting informed decision-making, they also fa-
cilitate the rapid circulation and amplification of health misinformation and di-
sinformation. Focusing particularly on social media ecosystems, the chapter 
analyzes how algorithmic visibility, attention-driven platform logics, and user-
generated content contribute to the spread, normalization, and persistence of 
misleading health information. Drawing on current research, it highlights the 
multidimensional nature of digital health literacy and identifies key sociode-
mographic disparities that shape individual’s ability to critically navigate digital 
health environments. Beyond descriptive mapping, the chapter offers a critical 
evaluation of fact-checking initiatives, institutional responses, and regulatory ef-
forts, emphasizing both their potential and their limitations in addressing health 
information manipulation. 
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Ultimately, the chapter argues that strengthening digital health literacy requires 
not only individual competencies but also systemic interventions targeting plat-
form governance, information infrastructures, and inequalities in access and use. 
In this sense, combating digital health misinformation emerges as both a literacy 
challenge and a broader socio-technical and political issue. 

Keywords: Digital media literacy, digital health literacy, health misinformation, 
social media, information manipulation 
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1. Introduction 

In the digital age, the rapid expansion of internet access 
and the widespread adoption of mobile technologies have 
fundamentally transformed how individuals’ access, interpret, 
and use health-related information. This transformation has 
not only increased the availability of health information-ma-
king it accessible in real time and often free of charge-but has 
also reconfigured the conditions under which such informa-
tion is produced, circulated, and evaluated. Within this incre-
asingly platform-mediated environment, social media has 
emerged as a central space where health information is enco-
untered, negotiated, and contested. While individuals conti-
nue to rely on various digital sources to seek medical advice, 
evaluate symptoms, and access preventive health informa-
tion, social media platforms play a particularly influential role 
due to their algorithmically curated content flows and high le-
vels of user engagement. These dynamics reshape visibility 
and credibility in ways that do not always align with scientific 
evidence. As a result, the same infrastructures that enable bro-
ader access to health information also facilitate the rapid 
spread and amplification of misinformation and disinforma-
tion (Fu et al., 2025). 

Health-related misinformation-ranging from misleading 
claims about treatments and vaccines to inaccurate preventive 
guidance has become increasingly widespread in digital envi-
ronments (Fridman, Johnson, & Lafata, 2023). Empirical stu-
dies demonstrate that such content often circulates more 
rapidly and gains higher engagement than evidence-based in-
formation, particularly on social media platforms (Denniss & 
Lindberg, 2025). This asymmetry not only undermines public 
trust but also contributes to risky health behaviors, inefficient 
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resource use, and the deepening of existing health inequali-
ties. The problem is further exacerbated by the sheer volume 
of information available online, much of which remains in-
sufficiently verified (Rodrigues et al., 2024). 

In this context, digital health literacy should be unders-
tood not merely as an individual cognitive skill, but as a socio-
technical competence shaped by platform architectures, algo-
rithmic curation, and structural inequalities. Accordingly, this 
chapter examines how individuals navigate complex digital 
health information environments, with particular attention to 
the role of social media in the production and manipulation 
of health information. By integrating perspectives on access, 
platform dynamics, misinformation, and verification mecha-
nisms, the chapter aims to provide a more analytically groun-
ded understanding of digital media literacy as both an 
individual capacity and a systemic necessity in contemporary 
digital health ecosystems. 

1.1. Purpose and Scope 
The purpose of this chapter is to examine the relationship 

between digital media literacy and health, with a particular fo-
cus on how individuals navigate, evaluate, and respond to he-
alth information within social media environments 
characterized by increasing levels of information manipula-
tion. In contemporary digital ecosystems, where algorithmi-
cally curated content and user-generated information 
intersect, the ability to critically assess health-related content 
has become both more complex and more essential. 

Accordingly, the chapter examines how individuals access 
health information across digital platforms, with particular 
emphasis on how variations in credibility, visibility, and trust 
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are shaped by platform dynamics. It conceptualizes digital he-
alth literacy as a multidimensional construct encompassing 
cognitive, technical, and critical competencies required to en-
gage with online health information. Furthermore, the chap-
ter analyzes how misinformation and disinformation 
circulate within social networks and evaluates the role of in-
terventions-such as fact-checking initiatives, platform gover-
nance, and educational strategies—in mitigating these risks. 

The scope of this chapter is informed by recent empirical 
research conducted across diverse populations, with particu-
lar attention to sociodemographic inequalities—such as age, 
education, and patterns of digital engagement—that shape in-
dividuals’ capacities to navigate digital health environments. 
Rather than treating digital health literacy solely as an indivi-
dual-level competence, the chapter situates these capacities 
within broader socio-technical contexts, emphasizing how 
platform architectures, algorithmic curation, and information 
governance structures condition access to, and interpretation 
of, health information. In this sense, digital health literacy is 
conceptualized not only as a set of skills but also as a structu-
rally embedded phenomenon, shaped by the dynamics of 
platform-mediated information ecosystems. 

2. Access to Health Information in The Digital Age 

The rapid expansion of digital technologies has funda-
mentally transformed how individuals seek, access, and eva-
luate health information, with a wide range of online 
platforms becoming integral to health-related decision-ma-
king. However, this expansion has not occurred evenly, and 
significant disparities persist in access to and effective use of 
digital health information. Empirical studies indicate that 
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higher levels of Health literacy are associated with more 
frequent engagement in online health information seeking 
and with healthier behavioral outcomes, while younger indi-
viduals are more likely than older populations to participate 
in these practices (Liu et al., 2024; Rong et al., 2025). At a bro-
ader level, OECD data demonstrate a substantial increase in 
the use of online health information, rising from 40% in 2012 
to 60% in 2022 among individuals aged 16-74 (OECD, 2023). 

At the same time, increased access does not necessarily 
translate into reliable or high-quality information exposure. 
The credibility of digital health content is shaped by both 
message-level features-such as clarity, logical structure, and 
evidential support—and user-level characteristics, including 
age and education (Chao et al., 2024). In addition, multiple 
evaluative criteria—such as authorship, reliability, usefulness, 
accessibility, readability, and confidentiality—play a central 
role in how individuals assess online health information  
(Daraz et al., 2024). In social media environments, however, 
these criteria are often overshadowed by algorithmic visibility 
and engagement dynamics, which can amplify less reliable 
content and complicate users' ability to distinguish between 
credible and misleading information. 

2.1. Ways of Accessing Health Information Through  
Digital Platforms 

In recent years, the widespread adoption of digital tech-
nologies has fundamentally transformed how individuals ac-
cess health information, creating multiple and increasingly 
interconnected pathways ranging from general online searc-
hes to more specialized digital tools and applications. While 
these environments offer important opportunities-such as 
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enhancing health literacy, supporting self-care, and facilita-
ting informed decision-making-they also introduce signifi-
cant challenges, including exposure to misinformation, 
privacy concerns, and persistent digital inequalities related to 
access and skills (Augustaitis et al., 2021; Li et al., 2024). 

Importantly, these digital channels do not function as ne-
utral conduits of information. Instead, they actively shape 
how health information is encountered, prioritized, and in-
terpreted by users. In particular, social media platforms-cha-
racterized by algorithmic curation, user-generated content, 
and engagement-driven visibility play a central role in struc-
turing access to health information. These dynamics influ-
ence not only what information becomes visible but also how 
credibility is constructed, negotiated, and at times distorted 
within everyday digital practices. 

Accordingly, examining digital pathways to health infor-
mation requires a shift from simply categorizing platforms to 
understanding the socio-technical conditions under which in-
formation is produced, circulated, and potentially manipula-
ted. From this perspective, different access channels can be 
understood as part of an interconnected ecosystem in which 
opportunities for empowerment coexist with heightened 
risks of misinformation and unequal access. 

2.2. Search Engines and General Websites 

Search engines such as Google, Bing, and Yahoo are often 
the first points of contact for individuals seeking information 
about symptoms, treatment options, or health behaviors  
(Fox & Duggan, 2013; Pattath, 2021; Korshakova, Marsh, & 
Kleinberg, 2022). Operating through algorithmic indexing of 
vast amounts of online content, these platforms aggregate 
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information from a wide range of sources, including peer-re-
viewed medical materials, official health organization websi-
tes, news outlets, blogs, and user-generated forums. Among 
these, Google has been found to provide relatively more ac-
curate and useful results for health-related queries (Rowley, 
Johnson, & Sbaffi, 2015). 

Their accessibility and immediacy make search engines 
practical and widely used tools for health information see-
king, enabling users to obtain information without institutio-
nal or professional mediation. However, this same openness 
introduces important limitations. The ranking and visibility 
of results are shaped by algorithmic processes that do not 
always prioritize scientific accuracy, thereby exposing users to 
a mix of reliable and potentially misleading information. In 
this sense, search engines function not only as access points 
but also as gatekeepers that influence how health information 
is encountered and evaluated, often in ways that intersect with 
broader platform dynamics, including those found in social 
media environments. 

2.3. Health‐Specific Portals, Institutional and  
Government Websites 

Official health information sources such as institutional 
websites and public health portals managed by ministries of 
health, professional associations, and academic institutions 
serve as key providers of structured and evidence-based he-
alth information. These platforms typically offer guidelines, 
patient information materials, epidemiological data, and, in 
some cases, interactive tools such as symptom checkers. 

Empirical evidence indicates that both healthcare profes-
sionals and users tend to regard government and public health 
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websites as reliable sources, particularly in contexts where 
trust is a central concern (Assaye et al., 2023; Fu et al., 2025). 

Compared to user-generated platforms, institutional and 
government websites are generally perceived as more cre-
dible due to their reliance on expert knowledge, peer-re-
viewed content, and formal oversight mechanisms (Modave 
et al., 2015). In addition, these platforms often localize infor-
mation by providing content in national languages and alig-
ning it with region-specific health priorities, regulations, and 
epidemiological conditions (Ali et al. 2020). During public he-
alth crises, they also function as authoritative communication 
channels, offering timely updates and official guidance, as ob-
served during the COVID-19 pandemic (Parker et al., 2022). 

However, these strengths are accompanied by important 
limitations. Institutional platforms are not always designed 
with user accessibility in mind, and the use of technical langu-
age and complex structures may limit their usability for non-
expert audiences (Zhang et al., 2021). Moreover, the processes 
that ensure accuracy-such as peer review and institutional 
approval-can slow the dissemination of information, particu-
larly when compared to the rapid and continuous flow of con-
tent on social media (Wong et al., 2021). As a result, users may 
turn to more accessible but less reliable sources, especially 
when seeking timely or highly specific information (Diviani 
et al., 2015). 

Taken together, these dynamics highlight a central tension 
between credibility and accessibility in digital health informa-
tion ecosystems. While institutional platforms represent a 
cornerstone of reliable health communication, their relative 
rigidity and slower responsiveness may limit their visibility 
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and impact within attention-driven, platform-mediated envi-
ronments 

2.4. Social Media Platforms 

Social media platforms have become central environ-
ments for accessing, producing, and circulating health infor-
mation. Extending beyond traditional networking sites, these 
platforms encompass a wide range of services that enable the 
creation and exchange of user-generated content in multiple 
formats, including videos, images, live streams, and peer dis-
cussions. Health information is encountered both passively— 
through algorithmically curated feeds-and actively, as users 
follow accounts, influencers, or communities related to speci-
fic health topics. Platforms such as YouTube, Facebook, Ins-
tagram, TikTok, and X (formerly Twitter) are widely used for 
health information seeking, particularly among younger po-
pulations (Jacobs et al., 2017). Their multimedia and interac-
tive features can facilitate the communication of complex 
health concepts, making information more accessible and en-
gaging compared to traditional text-based formats (Wong et 
al., 2021). In addition, social media enables the formation of 
online communities where peer interaction and shared expe-
riences can influence health behaviors, provide emotional 
support, and contribute to coping strategies, especially in 
areas such as chronic illness and mental health (Chou et al., 
2020). 

However, these affordances are closely intertwined with 
significant risks. Social media platforms constitute key sites 
for the rapid spread of health-related misinformation, parti-
cularly in domains such as vaccination. nutrition, and emer-
ging infectious diseases (Suarez-Lledo & Alvarez-Galvez, 
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2021). Algorithmic amplification mechanisms often prioritize 
emotionally engaging or sensational content, thereby increa-
sing the visibility of misleading information over evidence-
based sources (Cinelli et al., 2020). Moreover, credibility on 
social media is frequently constructed through visibility met-
rics, relatability, and influencer authority rather than scientific 
validity, which may encourage the adoption of unverified or 
potentially harmful health practices (Wang et al., 2019). 

Taken together, these dynamics position social media not 
merely as information channels but as socio-technical envi-
ronments in which health information is continuously produ-
ced, negotiated, and manipulated. This underscores the 
critical importance of digital health literacy, as well as the need 
for platform-level interventions and regulatory frameworks 
to address the structural drivers of misinformation in con-
temporary digital health ecosystems. 

2.5. Mobile Health Applications (mHealth) 
Mobile health applications (mHealth), used on smartpho-

nes and tablets, have become increasingly important tools for 
accessing and managing health information. These applicati-
ons support a wide range of functions, including symptom 
checking, chronic disease management (e.g., diabetes, 
asthma), physical activity and nutrition tracking, medication 
reminders, and remote consultations. Developed by commer-
cial providers, healthcare institutions, and regulatory bodies, 
Health applications often operate as part of broader digital he-
alth ecosystems, frequently integrating with wearable devices 
and electronic health records. Their ability to deliver persona-
lized, interactive, and real-time feedback has positioned them 
as key components of contemporary self-care practices 
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(Murphy, 2021). In addition, mobile and sensor-based data 
streams are emerging as significant resources in health rese-
arch, although important gaps remain in the systematic eva-
luation of their effectiveness and risks (Li et al., 2021). 

Despite these advantages, the growing reliance on mHe-
alth applications raises several critical concerns. Many appli-
cations lack rigorous clinical validation, which creates 
uncertainty regarding the accuracy and safety of the informa-
tion and recommendations they provide. At the same time, 
issues related to data privacy, storage, and sharing introduce 
ethical challenges, particularly given the sensitivity of health-
related data. Access to and effective use of these technologies 
is also uneven, as digital literacy, internet connectivity, and de-
vice ownership shape who can benefit from them, potentially 
reinforcing existing health inequalities. Empirical studies sug-
gest that Health interventions can support chronic disease 
management and improve preventive health behaviors, yet 
the quality and sustainability of these outcomes remain vari-
able (Marcolino et al., 2018; Badawy & Kuhns, 2017; Iribarren 
et al., 2017). 

Within broader digital health ecosystems, Health applica-
tions occupy an intermediary position between institutional 
health systems and user-driven platforms. While they can en-
hance individualized health management, their integration 
with platform-based data flows and user-generated inputs 
also raises questions about data reliability and the potential 
circulation of misleading or insufficiently validated informa-
tion. These dynamics underscore the need to evaluate mHe-
alth not only in terms of functionality, but also within the 
wider socio-technical context in which digital health informa-
tion is produced, shared, and interpreted. 
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2.6. Electronic Health Records (EHRs) /  
Patient Portals 

Electronic health records (EHRs) and patient portals are 
institutional platforms that enable patients—or authorized 
users-to access elements of their medical records, including 
diagnoses, laboratory results, and medication histories, as well 
as to communicate with healthcare providers, request presc-
riptions, and schedule appointments. Access is typically pro-
vided through web-based systems or mobile applications. 

Although much of the existing literature focuses on pro-
vider use, EHRs are also recognized as significant digital data 
sources in public health and disease monitoring, while patient 
portals represent key mechanisms through which individuals 
engage with their personal health information (Li et al., 2021; 
Murphy, 2021). 

These systems offer important advantages by providing 
personalized and continuous access to health data, thereby 
supporting patient engagement, shared decision-making, and 
continuity of care. Empirical studies indicate that patient por-
tal use can improve communication between patients and 
providers, increase treatment adherence, and contribute to 
better outcomes, particularly in the context of chronic disease 
management (Irizarry et al., 2015; Han et al., 2019; Am-
menwerth et al., 2012). 

However, these benefits are accompanied by several limi-
tations. Access is often partial, as not all clinical records or phy-
sician notes are made available to patients, which may restrict 
their ability to fully understand their health status (Simola et 
al., 2023). In addition, usability challenges-such as complex 
interfaces, medical terminology, and digital skill require-
ments-can limit effective use, particularly among older adults 
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and individuals with lower levels of digital literacy (Irizarry et 
al., 2015). Privacy and data security concerns also remain cent-
ral, given the sensitivity of personal health information and 
the risks associated with data breaches or misuse (North et al., 
2013), Furthermore, without appropriate guidance, patients 
may misinterpret medical information, potentially leading to 
confusion or anxiety (van Kuppenveld et al., 2020). 

As part of the broader socio-technical health information 
environment, EHRs and patient portals differ from open and 
platform-based environments by offering controlled and ins-
titutionally validated information. Nevertheless, their limited 
accessibility and lower visibility in everyday digital practices 
may lead individuals to complement or replace them with 
more readily available-but less reliable-sources, particularly 
on social media. These dynamic highlights the need to consi-
der institutional health platforms not in isolation, but in rela-
tion to the wider information environment in which 
credibility, accessibility, and user practices intersect. 

2.7. Wearable Devices and Sensor/IoT Data 

Wearable devices and sensor-based Internet of Things 
(loT) technologies including fitness trackers, smartwatches, 
continuous glucose monitors, and sleep sensors-have emer-
ged as important components of digital health ecosystems. 
These devices continuously collect physiological and behavi-
oral data, such as heart rate, physical activity, glucose levels, 
and sleep patterns often synchronizing with mobile applicati-
ons or cloud-based platforms that provide visualizations and 
real-time feedback (Zovko et al., 2023). Although still under-
represented in systematic reviews compared to social media 
and web-based sources, sensor and loT data are increasingly 
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recognized as significant digital health data streams (Li et al., 
2021; Wong et al., 2021). 

The continuous and real-time nature of these data enables 
both users and healthcare providers to monitor health trends 
beyond the limits of episodic clinical encounters. Recent evi-
dence suggests that consumer wearables can support early de-
tection of medical conditions, such as atrial fibrillation or 
emerging infectious diseases, by tracking changes in physio-
logical signals (Singh et al., 2024). At the same time, immediate 
feedback mechanisms may promote self-management and 
behavioral change, contributing to preventive health practices 
and improved outcomes (Lodewyk et al., 2025). 

However, these advantages are accompanied by several li-
mitations. The accuracy of wearable devices varies depending 
on the type of measurement, with more reliable performance 
in based metrics such as step count and resting heart rate, but 
reduced validity in more complex indicators such as sleep qu-
ality or stress levels (Doherty et al., 2024). In addition, the col-
lection and processing of sensitive health data raise important 
concerns regarding privacy, data security, and potential mi-
suse, particularly when users have limited awareness of how 
their data are stored and shared (Lodewyk et al., 2025). Barri-
ers related to cost, device compatibility, and usability may 
further restrict access, reinforcing existing inequalities in digi-
tal health engagement. 

In the wider digital health landscape, wearable data do not 
operate in isolation but are often integrated into platform-ba-
sed systems where data are interpreted, shared, and someti-
mes recontextualized. This integration creates new 
opportunities for personalized health management, but also 
raises questions about data interpretation, reliability, and the 
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potential incorporation of such data into broader information 
environments in which misinformation and misinterpreta-
tion may occur. 

2.8. Diversity of Sources and Their Characteristics 

The diversity of health information sources in the digital 
age reflects the multiplicity of platforms, providers, and con-
tent formats through which individuals encounter and interp-
ret health-related knowledge. These sources range from 
institutional and expert-driven platforms-such as govern-
ment websites, international organizations, and academic 
publications-to more accessible but heterogeneous environ-
ments, including commercial portals, news media, blogs, pa-
tient forums, and social media. Each source type differs in 
terms of accessibility, credibility, accuracy, and potential bias, 
shaping how health information is produced, circulated, and 
consumed. 

A central tension within this diverse ecosystem lies 
between credibility and reach. Institutional and expert sour-
ces typically provide evidence-based and peer-reviewed in-
formation, yet they often have lower visibility and user 
engagement. In contrast, social media and influencer-driven 
content can reach large audiences rapidly, but with highly va-
riable quality. Empirical observations indicate that health-re-
lated content on social media frequently emphasizes potential 
benefits of treatments or tests while underrepresenting asso-
ciated risks, contributing to the spread of misleading or in-
complete information (The Guardian, 2025). These dynamics 
highlight how platform logics-particularly those driven by at-
tention and engagement-can reshape the visibility and perce-
ived credibility of health information. 
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Sociodemographic factors further influence how indivi-
duals navigate this complex information environment. Rese-
arch demonstrates that higher levels of digital health literacy 
(DHL) are associated with younger age, higher educational at-
tainment, more frequent online health information seeking, 
and greater access to digital devices, whereas older populati-
ons tend to exhibit lower DHL levels (Zhao et al., 2024). At the 
same time, multiple barriers-including limited access to digi-
tal technologies, difficulties in evaluating information credi-
bility, language constraints, and culturally shaped trust in 
sources—affect individuals' ability to engage effectively with 
digital health information (Bachofner et al., 2024; Zhao et al., 
2024). 

Taken together, the diversity of digital health information 
sources should be understood not merely as a question of ava-
ilability, but as a structured and unequal information environ-
ment in which credibility, visibility, and user capacities 
intersect. This perspective underscores the importance of di-
gital health literacy as a critical capacity for navigating com-
peting information claims and mitigating the risks associated 
with misinformation in platform-mediated health communi-
cation. 

3. Digital Media Literacy and Health 

This section examines digital health literacy as a multidi-
mensional concept, focusing on its role in enabling individu-
als to critically engage with health information in complex, 
platform-mediated environments. Beyond individual com-
petencies, digital health literacy is addressed as a broader so-
cio-technical construct shaped by digital infrastructures, 
platform dynamics, and information circulation processes. 
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3.1. Defining Digital Health Literacy 

The term "digital health" encompasses a broad range of 
categories, including mobile health, health information tech-
nology, wearable devices, telehealth and telemedicine, and 
personalized medicine (FDA, 2020). Within this scope, "digital 
health literacy" is defined by Ban et al. (2024) as the ability to 
convert knowledge into practical actions by processing, com-
municating, and utilizing health information from digital 
platforms, while continuously regulating this process in align-
ment with individual health goals. More broadly, the concept 
refers to a constellation of cognitive, technical, and social skills 
that enable individuals to find, evaluate, interpret, and act 
upon health information in digital environments. Contempo-
rary scholarship frames digital health literacy as an extension 
of traditional health literacy that incorporates media literacy 
and digital competencies, such as searching for information, 
evaluating algorithmically ranked content, and using digital 
health tools effectively (López et al., 2023). In this sense, digital 
health literacy extends beyond functional understanding to 
include the capacity to critically assess sources, recognize the 
affordances and limitations of platforms and algorithms, and 
exercise judgment when sharing or acting on information. 
Ban et al. (2024) further identify four key attributes of digital 
health literacy: goal-driven regulation, information proces-
sing, communication, and utilization. 

Importantly, digital health literacy should be understood 
not only as an individual competency but also as a social de-
terminant of health. As highlighted in the literature, it is not 
merely the sum of individual skills, but a capacity shaped by 
platform structures and information circulation regimes. 
Consequently, lower levels of digital literacy may exacerbate 
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existing inequalities in access to reliable health information 
and digital health technologies. A central component of digital 
health literacy is the ability to analyses the provenance, credi-
bility, and persuasive intent of content encountered online. 
This involves evaluating source indicators (such as author cre-
dentials, institutional affiliation, and potential conflicts of in-
terest), the quality of evidence (including references to peer-
reviewed studies, statistical support, and transparency regar-
ding uncertainty), and rhetorical or persuasive elements (such 
as emotionally charged language, anecdotal claims, and sen-
sational headlines). At the same time, platform affordances-
such as algorithmic ranking, personalization, recommenda-
tion systems, and engagement-driven design-shape which 
health messages are encountered and amplified, often privi-
leging content that generates engagement rather than accu-
racy. 

For instance, a qualitative study with young people in Fin-
land found that algorithmic recommendations encourage 
passive information consumption, reduce diversity of expo-
sure, and foster trust in recommender systems rather than 
prompting active evaluation (Jylhä, Hirvonen, & Haider, 
2024). These findings suggest that literacy education should 
move beyond simplified heuristics and incorporate an un-
derstanding of how platform dynamics influence information 
visibility, as well as strategies such as cross-checking multiple 
sources, using fact-checking services, and verifying original 
content. Empirical research further demonstrates that even 
short and scalable interventions-such as providing guidance 
on identifying misleading content—can improve individuals 
ability to distinguish between accurate and false information, 
with effects that persist over time (Guess et al., 2020). 
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4. Disinformation, Misinformation,  
and Malinformation 

In the field of health, a wide range of inaccurate informa-
tion circulates across digital platforms, ranging from relatively 
harmless suggestions to highly harmful and misleading cla-
ims. Such content, often shaped by fear and uncertainty, 
exposes individuals to conflicting messages regarding disease 
prevention, treatment, and healthy living. Users' tendency to 
accept information that aligns with their existing beliefs wit-
hout critical evaluation further contributes—often unintenti-
onally to the spread of misleading content (Büyükafsar, 2022). 
Within digital environments, problematic information is 
commonly categorized as misinformation, disinformation, 
and malinformation (Wardle & Derakhshan, 2017). Misinfor-
mation refers to false information shared without intent to ca-
use harm, whereas disinformation involves the deliberate 
production and dissemination of false or manipulated con-
tent to harm specific individuals, groups, or institutions. 

Malinformation, by contrast, consists of information that 
is factually accurate but shared with the intention of causing 
harm, often through decontextualization or strategic disclo-
sure (Wardle & Derakhshan, 2017). On social media platforms, 
both misinformation and disinformation-particularly in the 
domain of health have become increasingly widespread. He-
alth misinformation, often based on personal experiences or 
incomplete understanding of scientific knowledge, can be es-
pecially influential due to its accessibility and relatability (Su-
arez-Lledo & Alvarez-Galvez, 2021). At the same time, 
advances in technologies such as artificial intelligence, natural 
language processing, and large language models have further 
amplified the scale, speed, and persuasive capacity of 
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disinformation (Avsar, 2025; Zelan, 2025). This expansion is 
also reflected in broader patterns of coordinated manipula-
tion, as political actors in numerous countries use social media 
platforms to conduct disinformation campaigns aimed at sha-
ping public opinion (Bradshaw & Howard, 2019). in the digital 
era, the speed and click-driven logic of content production of-
ten place accuracy secondary to immediacy, thereby accelera-
ting the circulation of misleading information (Posetti, 2018). 
As noted by Posetti (2018), transformations in journalism and 
news production practices have contributed to this dynamic, 
where immediacy and visibility increasingly outweigh verifi-
cation processes. The prioritization of metrics such as click ra-
tes and real-time publication further increases the risk of error 
and misinformation in digital news environments. 

The communication of scientific knowledge is similarly 
affected by these structural changes. Under traditional condi-
tions, scientific information typically passes through editorial 
and journalistic processes before reaching the public, involv-
ing negotiation and verification (Varda & Iordanou, 2025). 
However, in platform-driven environments characterized by 
speed and engagement pressures, these processes are often 
compressed or bypassed, facilitating the spread of misinfor-
mation and disinformation. 

Moreover, disinformation can continue to shape individ-
uals’ beliefs even after it has been debunked, demonstrating 
its persistent influence (Marwick & Lewis, 2017). Within social 
media environments, the prioritization of novelty, emotional 
appeal, and visibility creates conditions that are highly condu-
cive to manipulation. In this context, various actors employ 
strategies such as “attention hacking” to increase the reach and 
impact of misleading content, further reinforcing the 
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circulation of disinformation within digital health infor-
mation ecosystems. 

4.1. The Role of Social Media in the Spread of  
Health Misinformation 

Social media platforms, initially developed for entertain-
ment and social interaction, have profoundly transformed 
how information is produced, circulated, and consumed. Al-
gorithmically curated feeds now determine the visibility of 
content, shaping not only information flows but also public 
debate, political communication, and social perceptions (Ci-
nelli et al., 2021). In this environment, misinformation is dis-
seminated both through coordinated efforts by political and 
commercial actors and through everyday user practices, as in-
dividuals with limited critical evaluation skills may uninten-
tionally amplify misleading content (Ireton & Posetti, 2018). 
The participatory nature of social media, where users act sim-
ultaneously as content producers and disseminators, further 
accelerates the reach and transformation of information 
(Zollo et al., 2024; Heang & Chuong, 2025). 

Social media algorithms prioritize engagement, amplify-
ing emotionally charged and controversial content within the 
logic of the attention economy. As a result, visibility is often 
driven by interaction rather than accuracy, facilitating the cir-
culation of misleading information and shaping users’ cogni-
tive frameworks (Hongladarom, 2020; Bhatt & Hayes, 2022). 
In addition, phenomena such as filter bubbles and echo 
chambers limit exposure to diverse perspectives, reinforce 
pre-existing beliefs, and contribute to polarization, thereby 
increasing susceptibility to misinformation (Posetti, 2018; Ci-
nelli et al., 2021; Kuo & Chen, 2024). Under these conditions, 
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users may accept and recirculate information without critical 
evaluation, which poses significant risks in the context of 
health communication. Indeed, health-related misinfor-
mation has been shown to spread more rapidly and widely on 
social media than evidence-based information (Suarez-Lledo 
& Alvarez-Galvez, 2021). 

The weakening of traditional gatekeeping mechanisms 
further intensifies this dynamic. Unlike conventional media, 
where editorial control structures filter content, social media 
enables rapid and largely unregulated dissemination of user-
generated information (Topçu & Çaycı, 2022). This environ-
ment fosters information disorder and creates fertile ground 
for disinformation, as users frequently act as micro-dissemi-
nators without verifying content (Cook, 2023; Zelan, 2025). 
Moreover, misinformation is not limited to primary posts; 
user comments also constitute significant sites of information 
distortion. For example, research on Facebook communities 
has shown that a substantial proportion of health-related mis-
information appears in comment sections, particularly in dis-
cussions of treatment processes and side effects (Bizzotto et 
al., 2023). 

The scope of health misinformation on social media is ex-
tensive, encompassing topics such as vaccination, tobacco and 
substance use, chronic diseases, pandemics, nutrition, and 
medical treatments (Suarez-Lledo & Alvarez-Galvez, 2021). 
Studies indicate that a considerable proportion of online 
health information—for instance, nearly 40% of cancer-re-
lated content—may be inaccurate, posing serious risks to both 
individual and public health. These risks become especially 
pronounced during periods of crisis, when increased infor-
mation volume and uncertainty undermine individuals’ 
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capacity for informed decision-making. The COVID-19 pan-
demic represents a particularly salient example, during which 
social media played a central role in the rapid spread of 
health-related misinformation (Kırık et al., 2020; Büyükafsar, 
2022; Zelan, 2025). 

At the same time, social media platforms are not exclu-
sively sites of misinformation. They can also function as chan-
nels for correcting false information and disseminating 
evidence-based health content. Health professionals and in-
stitutions increasingly use these platforms to share verified in-
formation, promote healthy behaviours, and support public 
health communication. In this sense, social media presents a 
dual dynamic: while it facilitates the spread of misinfor-
mation, it also offers opportunities to counter it and enhance 
digital health literacy (Bode & Vraga, 2018; Suarez-Lledo & Al-
varez-Galvez, 2021). 

4.2. Fact-Checking Platforms within the Scope of 
Combating Disinformation 

Reducing information pollution in digital environments, 
ensuring public access to accurate information, and verifying 
circulating claims in an impartial and transparent manner 
have become critical needs. This necessity has led to the emer-
gence of fact-checking organizations, which operate based on 
principles such as objectivity, transparency, and source trace-
ability, with the aim of evaluating the accuracy of news con-
tent, political statements, and social media posts (Doruk 
Şahin, 2018; Graves & Cherubini, 2016). In the context of inc-
reasing health-related misinformation, these platforms play a 
key role in mitigating the impact of misleading and false in-
formation. 
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The importance of fact-checking becomes particularly 
evident during public health crises, when misinformation 
spreads rapidly across large audiences. In such contexts, veri-
fication mechanisms are expected to operate swiftly and ef-
fectively (Zelan, 2025). The International Fact-Checking 
Network (IFCN) plays a central role in this ecosystem by es-
tablishing principles such as impartiality, transparency, and 
accountability, and by bringing together fact-checking orga-
nizations at an international level (IFCN, n.d.). 

Historically, fact-checking initiatives have evolved  
alongside digital media developments. The launch of 
FactCheck.org in 2003 marked an early example, followed by 
initiatives such as The Washington Post's Fact Checker and Po-
litiFact (Fridkin et al., 2015). Similar efforts emerged in Eu-
rope, including the United Kingdom. the Netherlands, and 
France, reflecting the growing institutionalization of fact-
checking practices (Graves & Cherubini, 2016). 

In Türkiye, several fact-checking platforms actively cont-
ribute to combating misinformation. Organizations such as 
Doğruluk Payı, Doğrula, Verify Media Platform, and Teyit.org 
are certified by the IFCN, indicating adherence to internatio-
nal verification standards (IFCN, n.d.). Other initiatives, inclu-
ding Malumatfuruş, FactChecking Türkiye, Günün Yalanlar, 
and Yalansavar, also play a role in identifying and correcting 
misleading content. Established in 2010, Yalansavar repre-
sents one of the earliest initiatives in Türkiye, while platforms 
such as Doğruluk Payı and Teyit.org have contributed to the 
systematic verification of political and digital content (Doruk 
Sahin, 2018). In addition to these independent efforts, the  
Directorate of Communications' Center for Combating Disin-
formation (DMM), established in 2022, represents an 
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institutional response to the growing challenge of disinforma-
tion (Center for Combating Disinformation, 2025). 

However, while fact-checking platforms play a crucial role 
in addressing misinformation, they are not sufficient on their 
own. Issues related to online security and data privacy are 
equally critical within digital health communication. Online 
safety encompasses both the protection of sensitive personal 
health information and an understanding of how digital plat-
forms collect, process, and potentially exploit user data. 

Research indicates that individuals are often unaware of 
how their data are tracked, shared, or monetized, and that 
much of this process occurs without explicit consent (Grande, 
2020). Moreover, even existing regulatory frameworks-such 
as HIPAA in the United States or GDPR in the European Un-
ion—do not fully eliminate risks related to data aggregation, 
re-identification, or misuse (Grande, 2020). 

In this sense, digital health literacy should not be limited 
to the ability to identify false information, but must also inc-
lude competencies related to privacy management, awareness 
of platform data flows, and responsible digital practices. As 
highlighted in the literature, combating misinformation and 
ensuring data security should be understood as interconnec-
ted dimensions of digital health literacy, shaped by both indi-
vidual practices and platform structures. 

In the digital era, fact-checking mechanisms, data protec-
tion practices, and platform-level interventions function as 
mutually reinforcing elements in sustaining a reliable health 
information ecosystem. Particularly in the context of social 
media-driven misinformation, strengthening digital health li-
teracy requires an integrated approach that addresses not only 
the verification of information, but also the structural 
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conditions under which that information is produced, circu-
lated, and consumed. 

5. Conclusion 

The digital transformation of health communication has 
created unprecedented opportunities for individuals to ac-
cess, share, and utilize health information across multiple 
platforms, including search engines, institutional websites, so-
cial media, mobile applications, and wearable technologies. 
While these developments offer significant potential to en-
hance health literacy, empower individuals, and improve 
public health outcomes, they also introduce substantial risks, 
particularly through the rapid and large-scale dissemination 
of misinformation and disinformation. 

The analysis presented in this chapter demonstrates that 
digital health literacy constitutes a critical determinant of in-
dividuals' ability to navigate complex, platform-mediated in-
formation environments, evaluate the credibility of content, 
and make informed health decisions. Given the vast volume 
of health information available online-much of which may be 
inaccurate, misleading, or decontextualized-digital health li-
teracy enables individuals to distinguish between reliable and 
unreliable sources. In doing so, it reduces the likelihood of 
harmful health behaviors based on false information and sup-
ports more informed and responsible decision-making. Mo-
reover, higher levels of digital health literacy are associated 
with greater engagement with authoritative health resources, 
more proactive health management, and increased resilience 
against the spread of misinformation in digital environments. 

At the same time, structural challenges-including the al-
gorithmic amplification of misleading content, privacy and 
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data security vulnerabilities, unequal access to digital resour-
ces, and the erosion of traditional gatekeeping mechanisms-
underscore that this issue extends beyond individual compe-
tencies. Addressing these challenges requires coordinated and 
multi-level interventions that integrate educational efforts, 
platform design considerations, policy frameworks, and equ-
ity-oriented strategies. 

In this context, fact-checking platforms, institutional ini-
tiatives such as Türkiye's Center for Combating Disinforma-
tion, and digital media literacy programs emerge as 
complementary and mutually reinforcing mechanisms for sa-
feguarding the accuracy and reliability of health information. 
However, as highlighted throughout the chapter, combating 
misinformation alone is not sufficient. Ensuring data security, 
protecting user privacy, and strengthening platform accoun-
tability are equally central components of digital health lite-
racy within contemporary digital ecosystems. 

Ultimately, the relationship between health, digital media, 
and information disorder must be understood as a socio-tech-
nical and structural issue. Strengthening digital health literacy 
therefore requires not only enhancing individual skills, but 
also addressing the platform dynamics and information inf-
rastructures that shape how health information is produced, 
circulated, and consumed. Only through such an integrated 
approach can societies mitigate the harms of disinformation, 
reduce health inequalities, and fully realize the transformative 
potential of digital technologies in healthcare. 
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